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Experiments were conducted under two 
conditions: compressed and uncompressed 
attacked images, for two feature 
extraction/detection algorithms — baseline and 
proposed.
For the FGSM attack, ε was varied from 0.01 to 
0.20, for MI-FGSM — from 0.02 to 0.20 with a 
step of 0.02, weight decay of 0.7, and α=127.5ε, 
which helped keep MI-FGSM single step value 
constant for all epsilon.

Experiments

Conclusion
A method for detecting adversarial gradient attacks was proposed. Proposed 
method for feature extraction shows good results when used with any of the 
machine learning algorithms. Proposed method can be extended to include 
correction of detected attacked images.

FGSM MI-FGSM

Simple and popular attack requiring 
full knowledge and access to the 
model. Parameter epsilon controls 
perturbation strength. Attack that improves on FGSM by 

introducing iterability and momentum. 
Momentum allows to overcome local 
optimums while iterability helps avoid 
jumping over optimal values.

(Eq.2)(Eq.1)

Attacks

Baseline algorithm

Baseline algorithm (Eq. 1) calculates the weighted sum 
of difference between the pixels in the neighborhood.
Thresholding is used to determine if image was 
attacked or not.

(Eq. 3)

Proposed algorithm

Transform both images into YcbCr, which removes 
dependency on luminosity channels. Separate CbCr, 
compute «approximate noise» using Eq.4. Resulting 
«approximate noise» is normalized using interquantile 
algorithm, bringing it to zero mean and unit variance and 
dropping 25% lowest and highest values. Result is 
binned into a histogram, ranging [-5.1;5.1] with a bin 
width of 0.4. Resulting histogram is divided by number 
of pixels to acquire PDF as shown on Fig.1.

(Eq. 4) (Eq.5)

Fig. 1.Comparison between fragments of heavily 
perturbed and clean images. Grainy, high-frequency 
structure is visible. 

Defences

Fig. 2. Distributions of values acquired using proposed algorithm.
First three graphs show distributions for cases where original images x are the 
images perturbed with FGSM under different ε, the last graph — clean images. 
As it can be seen, distributions for clean and perturbed images are easy to 
distinguish. By summing them up, Eq.3 and therefore baseline algorithm loses 
that additional information. The hypothesis for this difference is, clean, natural 
images have lower spatial frequencies.

Proposed algorithm visualization
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